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1 Legend of Signal Words

Note
This symbol designates tips or additional notes that must be paid attention to and make work easier.

Caution
means that ignoring the instructions may lead to property damage or loss of data.

Warning
means that ignoring the instructions, there may be a danger to health or life.

2 Safety

2.1 General Safety Information

RHOTHETA Elektronik GmbH is constantly trying to keep the safety standard of the products up to date and to
offer the customers the highest possible level of safety.

RHOTHETA products are designed and tested in accordance with the valid safety regulations. The compliance
with these standards is continuously monitored by our quality assurance system.

This product is tested and left the factory in perfect technical and safety-relevant condition. To maintain this
condition and to ensure safe operation, the user must pay attention to all instructions and warnings given. For
any questions regarding these safety instructions, RHOTHETA Elektronik GmbH can be contacted at any time.

The observance of the safety instructions will help to prevent personal injury or damage caused by all kinds of
dangers. This requires that the following safety instructions must be read carefully and understood before using
the product, as well as observed when using the product. The additional safety instructions such as for
protecting persons appear in relevant parts of the product documentation and must also be paid attention to.

The use of this product other than it's designated purpose or in disregard of the instructions of the manufacturer
is the responsibility of the user. The manufacturer takes no responsibility for the misuse of the product.

The manufacturer is not liable beyond the scope of legal rules!

This guide is part of the product SNMP Module and is retained throughout the lifetime and to pass with the
product.
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2.2 Basic Safety Instructions

Caution / Warning

Read and observe the following instructions, warnings and safety instructions of the manufacturer!

e Atall work, the local or national safety and accident prevention regulations must be observed.

e  The product may only be installed by authorized personnel. When installing or operating with the
product always follow the manufacturer's instructions.

o Do place the product on appropriate locations.

) Do not expose the product environmental conditions (heat, humidity, wind load etc.) that exceed the
specified conditions in the manuals.

e Use only the manufacturer prescribed components and/or use only recommended material and do
not change this. Any other use or unauthorized modifications to the product will void the
authorization to operate it.

e  Connect only approved accessories kits or additional equipment.

. Ensure that the connections with information technology equipment, e.g. industrial computers,
comply with the IEC 60950-1/EN 60950-1 standard that applies in each case.

e  The product may only be opened by authorized personnel. The power connector must always be
disconnected before opening.
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3 General Description

SNMP Module is an optional hardware that provides the remote error monitoring of RHOTHETA
RT-1000 direction finder systems over the Simple Network Management Protocol.

Figure 1: SNMP Module for One Channel RT-1000

The SNMP Module can be run in two modes (s. chapter 5):
o One Channel Mode
o Multichannel Mode

Basically the SNMP module consists of the:

1. EMD (Error Monitoring Device) (s. Figure 2, No. 3)
2. MOXA ioLogik E2210 (s. Figure 2, No. 2)
3. Power supply unit (s. Figure 2, No. 1)

The EMD is connected to the RT-1000 direction finder and receives the DF error status over the RS232 data
protocol. If an error occurs, the error-information is provided from the EMD to the MOXA ioLogik E2210, which
reports the error to the connected controller workstation (PC) as an SNMP trap over LAN. The case of an EMD
module failure will be reported as well.

In case of RT-1000 Multichannel one EMD is connected to and associated with one of the DF-Channels (s.
chapter 4.1). Up to 8 DF-Channels can be connected to one MOXA ioLogik E2210 device.

i i i i i el i ol

Figure 2: SNMP Module for RT-1000 Multichannel mounted on the 48.5 cm rack
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4 |[nstallation
4.1 Hardware Connection for One Channel Mode

Warning
Any handling on the wiring must be carried out by authorized personnel.

Always disconnect the power plug before any modification of the wiring.

Besides the SNMP Module itself the packing list of SNMP Module for “RT-1000 C” or “RT-1000 A” consists of:
o Serial cable customized and connected to the SNMP (max. cable length: 3 m)
o COM plug distributor cable (s. Figure 3)
o 230V cable customized and connected to the SNMP

For connection of the SNMP Module to the RT-1000 system please take the following steps (for the wiring plan
please s. Figure 4):

1. Connect the RS232 interface of the SNMP Module to RS232 interface of the RT-1000 (s. Figure 3).
2. Use the COM plug distributor cable for the connection of the RT-1000 Controller to:

o The SNMP Module

o Direction finder remote control system (DF Commander)

COM plug distributor cable

RS232 to LAN Converter —D> To LAN

RT-1000
Contreller

[]

| # SNMP

~# Module —D To LAN
[ ]

Figure 3: Connection of SNMP Module to RT-1000 system
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3. Connect MOXA ioLogik 2210 module to the network via LAN cable.
4. Establish power connection using the 230 V cable.

GND (MOXA E2210, DI.GND)

RT-1000
RS-232
GND EMD - TX
+24 V[ T Optional
X5
1E2E3H4
o EMD - RX
o @ 0-0-6-0
R ACO
LY. =
Power Supply
oL 015-124 15w
0.38 - 0.24A 100-240VAC
S0is0My Input
X2
1828384
Dio } Di2 { Di4 § DI6 X Dis NDi10]
(X3)
N 1M2M 34

D
DIO - EMD X4-1 (Error

ine-0
DI1 - EMD X4-2 (Time-Out Error)

PP DI2 - EMD X4-3 (EMD Error)
: DI3 - EMD X2-1 (Error 5
ble DI4 - EMD X2-2 (Error 6

00-240 V A DI5 - EMD X2-3 (Error 7
DI6 - EMD X2-4 (Error 8
DI7 - EMD X3-1 (Error 1
DI8 - EMD X3-2 (Error 2
DI9 - EMD X3-3 (Error 3
DI10 - EMD X3-4 (Error 4

Figure 4: Wiring diagram for RT-1000 C (one channel system) or RT-1000 A
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4.2 Hardware Connection for Multichannel Mode

SNMP Module for RT-1000 Multichannel system is completely connected within the RT-1000 Multichannel rack
before the delivery.

This also applies to the two channel systems in which both channels are arranged next to one another, except
that the SNMP module is mounted on a rail.

For the wiring plan please refer to the following picture.

RT-1000 RT-1000 RT-1000 RT-1000
DF Channel 1 DF Channel 2 DF Channel 3 DF Channel 4
RS-232 RS-232 RS-232 RS-232
P 2 b 2 b e L d ¥
X5-3 X4-4 X5-3 X4-4 X5-3 X4-4 X5-3 X?—4
to EMD1 to EMD2 to EMD3 to EMD4

GND

EMD7 | EMD8

@ i (o) (o) (015) (D) GND (MOXA E2210, DL.GND)

DI0 - EMD1 X4-3 to EMD5 to EMD6 to EMD7 to EMD8

- - . . - X4-4 X5-3 X4-4
DI2 - EMD3 X4-3 X5-3 X4-4 X5-3 X4-4 X5-3

DI3 - EMD4 X4-3 BreTIX]]

Dié - EMD2 X3 RT-1000 RT-1000 RT-1000 RT-1000

DI6 - EMD7 X4-3 DF Channel 5 DF Channel 6 DF Channel 7 DF Channel 8
DI7 - EMD8 X4-3 RS-232 RS-232 RS-232 RS-232

Figure 5: Wiring diagram for RT-1000 Multichannel
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4.3 Interfaces

The interfaces of the EMD are four screw terminal connectors, which are mounted directly on the printed circuit
board.

Figure 6: EMD screw terminal connectors

Connector | ' Name / Function ' Name / Function
One Channel Mode Multichannel Mode

1 + 24 V (Power Supply) + 24V (Power Supply)
> SII\ICI;)N(g?wer Supply and MOXA E2210 GND (Power Supply)

X5 -

GND (MOXA E2210 and RS-232 DF-

& | EhBre ) Channel 1 ... 8)
4 EMD RS-232-TX (optional) EMD RS-232-TX (DF-Channel 1 ... 8)
1 OUT ERROR 9 -
2 TIME-OUT ERROR -

X4
3 EMD ERROR (Self Error Detection) OUT ERROR (Channel 1 ... 8)
4 EMD RS-232-RX EMD RS-232-RX (DF- Channel 1 ... 8)
1 OUT ERROR 5 -
2 OUT ERROR 6 -

X2
3 OUT ERROR 7 o
4 OUT ERROR 8 -
1 OUT ERROR 1 -
2 OUT ERROR 2 -

X3
3 OUT ERROR 3 -
4 OUT ERROR 4 -

For the wiring diagram please refer to chapter 4.1.
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4.4 Software Installation and Configuration

Caution

Settings used in the following configuration description are explained by an example configuration.
Please contact your network administrator for the correct settings specified to your network system.

There are configuration steps, which are mandatory.
Nevertheless the user is largely free to configure the module as it fits to the local SNMP monitoring system.

For detailed explanations about MOXA ioLogik E2210 configuration options please refer to the manufacturer’'s
user manual.

4.41 Mandatory Configuration

1. The default IP address is 192.168.127.254 and should be changed according to your network
specification.

Connect to MOXA E2210 by entering the IP address into the internet browser.

LA X it/ /192.068127.254/ P - & i b M Active Ethernet /0 Se...

MOXA WWW.moxa.com

= Main Menu - E2210 } B
i . Ethernet Configuration
1) Overview
(0 Basic Settings Ethernet Parameters
71 Network Settings IP Configuration
| [E EEE T Subnet Mask 255.255.255.0
i 1] RS-485 Settings
Gateveay —

=I_'I 1/Q Settings

#{_] System Management
G om
I 11 Change Password

I 1) Load Factory Default

! 0 save/Restart

Figure 7: Web screen of MOXA E2210
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2. The assignment of a static IP address is recommended (no DHCP).

Please configure the Ethernet parameters (IP Address, Subnet Mask, Gateway) under “Ethernet
Configuration”.

LS S ) bt 19206877239/ P+ @ || T Active Ethenet IO Server ¥

MOX.A WWW.Mmoxa.com

‘= Main Menu - E2210

Ethernet Configuration

{1 Overview

{3 Basic Settings Ethernet Parameters

=43 Network Settings IP Configuration

L] General Settings IP Address

{1 Ethernet Configurations Subnet Mask
1] RS5-485 Settings

Gateway

|

ED 1/Q Settings

#{_) sSystem Management
L@ Lem
{_] Change Password

"3 Load Faciory Default

(0 save/Restart

Figure 8: Changing the IP address under “Ethernet Configurations”

Please configure the DNS server under “General Settings”.

MOX.A Www.moxa.com

‘2 Main Menu - E2210

General Settings

| {1 overview

] Basic Settings 1/0 Server Settings

7' Network Settings Server Name [RHOTHETA DNS |
i Q1 General Settings Server Location [Murnau |
i {1 Ethernet Configurations

| DNS Server 1 RHO-1| %

- ] RS-485 Settings

® (] I/O Settings =

® Enable communication 60 sec (0-65535, disable = 0)

#{1 system Management watchdog

-3 Lem
{1 change Password

{1 Load Factory Default

(3 save/Restart

Figure 9: General Settings page
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3. After all necessary settings have been entered, click on “Submit” and then on “Save / Restart”.
After the restart MOXA E2210 device can be reached under the new IP address.

Caution
Each time the “Save / Restart” is pressed, the restart of the device will be executed.

The device will be not available for approximately 12 sec. This can lead to an error message in the
system.

4. For the configuration of the MOXA ioLogic E2210 device (SNMP Traps or other desired error
notifications) the “icAdmin” software is recommended.
Please download the “ioAdmin” over the www.moxa.com page and run the executable file

(ioAdminSetup.msi).

Follow the installation steps:
e Select the installation folder and click “Next”.

1) Moxa ioAdmin

Select Installation Folder

The installer will inztall b oxa inddmin to the following folder.

Toinstall in this folder, click "Mext". To install to a different folder, enter it below or click "Brovese".

Folder.
C:\Pragram Files [#86)\Maoxatioddrint Browse..
Dizk Cost.
Install Maoxa io Admin for yourself, or for anyone who uses this computer:
@ Everyone
Just me

| Caniel | | < Back | | et > |

Figure 10: Installation ioAdmin, step 1

¢ Confirm the installation.

ﬁ Maoxa ioAdmin l = i

Confirm Installation

The installer is ready to install Maxa isddmin on vour computer.

Click "Mest" to start the installation,

| Cancel | | < Back | [ News 4

Figure 11: Installation ioAdmin, step 2
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e Close the installation window after the installation is completed.

e

-~

Installation Complete

Moxa inddmin has been successfully installed.

Click "Close" to exit.

Figure 12: ioAdmin installation, step 3

5. After the installation open the “ioAdmin” by double clicking on the desktop symbol and search the
network for the MOXA E2210 device.

Auto Searching for ol

Select auto zearch type

Ethernet Remate 1/0 and Active OPC server > Start Search |

[ Serial Remate 10 $5 Port Settings | j‘L Exit |

Search arange of addresses
Start IP Address: 192168.77.239 @ EndIP Address: 192.168.77.239

@ Metwork Mask: |255.295.255.0

Search all support models
E220m) [ClE2212T)  [CJE224T)  [C]E22400T) [C|E2242(T) [C|E2260T] []E2262(T)
[CTHad4m o [C]ws340 []4w/5340-HSDRA[T) [T w/B340-HE PAT] [[JwEnz
[[]a-0PC

Found adapter(s}
0 Device(z] were found !

# Device IP Address / Port MALC Address / Unit D Description

2@ Stop |

Figure 13: Searching for the MOXA E2210 device

6. Click “Start Search”.
The following window will appear automatically (s. Figure 14).
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MOXA ioAdmin =
|7 File  Spstem Sort  Help Q | @ V By
=& Host: [192.168.77.95] o
oG iologk oLog ] ) 200
=R 19216877239
EZ210 . .
v 1/0 Corfiguration |& Server Info. | E‘Ser\-’er Settings | ™ Message Monitor I
ooneoe]
N T
Ve V- FG De D- 36 --- Eftarmt
—“] I MOXA
jologik
Basusassumsb Goi8EBEE80EY
1 LA
|ccccoooo0oco0c0000000000)|
E2210 /O sync rate: 2/sec
Ready | 115200,None. 8.1 | 0:00:22:35 | 20:37.50

Figure 14: Start screen of the MOXA ioAdmin

7. Select “Server Settings” tab and click the “Login” button to log in as administrator. This is required in
order to gain access to the ioLogik E2210 configuration options. For the first access no administrator
password is needed (leave the password field blank). After the first access you can configure an
administrator password for further accesses.

2| = voR
ioLogik E2210 (12Dl + 8DO)

File  Spstem  Sort Help

E-@ Hast : [192168.77.99]
=52 ioLogik
-l 19216877.239
E2210
140 Configuration I“ Server Info. E‘EGWEI Settings | = Message Monitor I

Enter Passvord :

‘&Logim [l Logout |

rManagement Setings——————— [ Time Setting:
Change Password : Lacal :
De

Fieconfirm Password : Time
v Updatel Time Zore

Sz e | [GMT|Greermich Mean Time: Duk = |
v Updatel Tirne Server :

Server Location : | |
v Updatel :5 DayhghtSavmgl « Updalel

System Log

Server Address : ‘

| P [soa0 <

s Up\:lalel

(!3 Refresh |

E2210 IO sync rate: 2/sec

Figure 15: Server Settings page

| 115200.None.8.1 |

0:00:33:57

| 204312

RHOTHETA

Page 15 of 30
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Following window appears.
The device can be configured now.

B MOXA ioAdmin =R
| Fie  System Sot  Help - v
= g Host : [1592.166.77.95] q q
i iaLogik E2210 (12D + 8DO)
=l 19216877239
@ E2z10
45 Firmware Update | ¥ ClicktGo Logie | @watchdog | e Active Tags | B SNMP Settings |
o/ 140 Configuration | @ Server Infa. [3*Server Settings | = Message Monitor | By, Metwork, |
Enter Pagsword :
% Login [l Logaut
~Management Setting: ~Time Setting
Change Password Local :
Date: 2018 3{7 11 376 3
Riconfim Password Tme: 19 #]:13 3{:54 3
' Update Time Zone :
Semn Nems [GMT )Greerwich Mean Time: Dut +
¥ Update Time Server
Server Location
ml S Daylight Saving| 7 Upclat=|
~System Log
Server Address : Part: 4040 j + Update
(T Refresh |
E2210 VO sync rate: 2/sec
Ready | 115200 Hone.8,1 | c0oae42 | 200

Figure 16: The administrator view with more configuration tabs

8. Select the tab “SNMP Settings”.

9. Select versions “V1, V2c¢, V3” over the drop-down menu in the “Global Setting” field.
10. Make your desired settings and passwords in the dialog fields.

B MOXA ioAdmin
° File System Sot Help A Q ‘ @ v B
= Q Host: [192.168.77.95] 3 g
ey icLogik E2210 (12DI + 8DO)
=B 132188 77 239
- E2210
¥ 140 Canfiguration | @Servel Infa. | jServer Settings | = Message Manitor | B, Netwark
&= Fimware Update | ‘y ClickGio Logic | @'watchdog | ¢ dotive Tags Ky SNMP Settings
Enable SNMP
[ Global Setting SNMP Y3
Read on
Vesion |¥1.¥2o,¥3  ~
2 FHO-o
User Name:
Contact; PHOTHETA o
M Authentication Passward:
Location umau
Authentication Protocal; | MD3 b
Frivacy Password:
NP e Privacy Protocol: CBCDES e
Read Community : public [
rite
‘write Community : private
User Mame: RHO-w
Authentication Password;
tuthentication Frotoeel;, | MDE h
Privacy Passward
 Updats | & Retizsh | Privacy Protocal: CBC-DES M
E2210 I/O sync rate: 2/sec
Ready | 115200 Home.81 | 0005332 27l

Figure 17: SNMP Settings page

11. Click on “Update”

Restart is required. Please accept the restart in the pop-up window.

Caution

Configuration changes lead to the restart of the module.
The device will be unreachable for about 12 seconds. This can lead to an error message in the system.
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12. After the restart you will have to log in at “Server Settings” again and select the tab “Click&Go Logic”.
Register settings, switching values and SNMP Traps are defined here.

File Sypstem Sort  Help Q | g v Eh
B--g Host : [192.168.77.95] = g
B ook iaLogik E2210 (12Dl + 8DO)
=B 19216877239
{0 E2210
y 1/0 Canfiguration | @ Server Info. | j‘ServelSelhngs I = Message Monitor | %Nelwork
ﬁFlrmware Update ’J/ ClickéGo Logic I Q\c\u’alchdog | e Aotive Tags I EﬁSNMP Settings
5 € | =
7|z a]=
Logic Mame: 1 Channel Mode « Update |
-
#o @
m
w2
I& Clear Retrigve Upload to ioLogk [ Run [=] Stop
E2210 /O sync rate: 2/sec
Ready | 115200,None. 8.1 | 0:01:21:25 | 21:36:40

Figure 18: Click&Go Logic page
13. The SNMP Trap ID should represent the error number. For the description of how to do this setting

please refer to the I/O configuration example (s. chapter 4.4.2). The table below contains the mandatory
configuration of the SNMP Trap IDs.

Mandatory Configuration of the SNMP

RT-1000 MOXA ioLogik E2210

Error Number (Description) = HEY Digital Input (DI) SlilP e I
Error 1 (Processor) 1 DI7 1
Error 2 (EPROM) 2 DI8 2
Error 3 (RAM) 3 DI9 3
Error 4 (Power Supply) 4 DI10 4
Error 5 (EEPROM) 5 DI3 5
Error 6 (Synchronisation) 6 Dl4 6
Error 7 (Phase Measurement) 7 DI5 7
Error 8

(Data Transfer or Power 8 DI6 8
Supply of the Receiver)

Error 9 (Receiver Control) 9 DIO 9
Timeout Error

(Data Transfer between SNMP 10 DI1 10
Module and RT-1000)

EMD Error (EMD Failure) - DI2 11

Table 1: Mandatory Configuration of the SNMP
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For RHOTHETA internal configuration files as configuration examples (One Channel Mode configuration file or
Multichannel Mode configuration file), if needed, please contact RHOTHETA Elektronik GmbH.

The test example (s. Appendix, 8.1) explains how to upload the existing configuration file into the MOXA E2210
module. In the chapter 4.4.2, step 29 is explained, how to create the own configuration file.

4.4.2 1/0O Configuration Example

The logic of the individual I/O and the error response can be configured as it fits into your existing SNMP system
(except the mandatory configuration of the SNMP Trap IDs and error numbers, s. Table 1 on page 17).

By double clicking on the numbered line (beginning with # sign), the logic configuration for the explicit digital I/O
can be done:

1. Set the tick into “Enable” field to enable the 1/O logic.
2. Select the “DI” (DI stands for digital input) in the first “<Empty>" drop-down menu in the “IF” field.

Logic #0 Configuration

| Enable
@ Enable Logic
THEN ELSE

|DI v| <Emptyz - <Emptyz -
| <Empty> - | <Emptyx - <Emptyx -
| <Emphy - | <Empty: - <Emptyx -
* Relation between condtions : [4ND b

Enable Peer to Peer 1/0

oo-o 0.0.00 Do

Equivalent Logic Staterent :

| X Cancel |

Figure 19: Enable the I/O logic

3. Click on the editing sign
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4. Select the “DI-0” and “OFF to ON” in the appropriate drop-down menus and save this setting with “OK”.
With this setting the SNMP Trap will be sent at each change of the error status (from “no-error-state” to
“error-state”).

DI Settings

IF

Select Channel :

[D10 -

Select Trigger Condition

[OFF o oN -

| X Cancel ‘

Figure 20: IF logic setup

5. Select the “SNMP Trap” in the first “<Empty>" drop-down menu in the “THEN” field (s. Figure 19).

6. Click on the editing sign

7. Select the specific ID number for the SNMP Trap according to your SNMP monitoring system in the
drop-down menu. If you want to send the text message additionally to the SNMP Trap ID, set the tick
into the field “Bind Message” and tip your desired message into the text field. Save the setting with “OK”.

SNMP Trap Settings PO
Binding ¥ariables
[ Bind 140 channel status ; [DI]: 00
[ Bind 140 channel status ; [DI]: 00
L
[ Bind 140 channel status ; [D1}: 0 P
Bind Meszage:
Error 9: Receiver Control
< Keyword Lackup ‘ @ Send as A5CH 25 [max chars=200]
) Send as HEX [zeparated by ')
Select Specific 1D : [1 v‘
o 0K ‘ x Cancel |

Figure 21: SNMP Trap Settings

8. Select ,Remote Action in the drop-down menu of the second <Empty> button of the “THEN" field to set
the repetition rate of the SNMP Trap if desired.
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9. Click on the editing sign and enter the repetition rate at “Send every...sec.” (a zero in this field
will cause one single trap after reaching the “IF” condition) or the defined amount of SNMP Traps within
a certain time interval, if desired. Save the setting with “OK”.

Remote Action Settings

THEN

Action 1D
| 7]

SendTo: Remote IP ..

g0

= Send every zec. [0 = send once)

0

Retry Interval o 3EC.

o OK | x Cancel |

[ ¥

Figure 22: SNMP Trap repetition settings

10. Enter the desktop IP of the connected workstations, which should receive the SNMP Traps, either for

- o
each /O separately (s. Figure 23) or over SNMP Trap Server button \ﬂ‘ above the “Logic
Configuration” field (s. Figure 24).

E Remote Command Set Recipients = = P

1. Dest IP: 0.0.0.0 =

=)
2 Dest IP: 0000 _::‘.';
3 DestIP: 0000
4. Dest IP: 0000
5. Dest IP: 0000

o Save | x Cancel |

Figure 23: Desktop IP Settings
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SNMP Trap Server | Y

—hanager List
# I Manager Address |
#1 192.168.77.145
#2
#3
4
#5
HE

#7
#a
#3

#10

o 0K | x I:ancell

Figure 24: Set the SNMP Trap Server

The overview of the adjusted logic is then visible in the green field within the “Logic #0 Configuration” (s. Figure
25). Save the setting with “OK”.

Logic #0 Configuration
Enable
@ Enable Logic
IF ~THEM ~ELSE
* Relation between conditions : |0 b
") Enable Peer to Peer 170
@ Input channels mirrar to Remate [P ... | ‘
‘ Output channel | DO-0 rmirrar from remote [P |0.0.0.0 channel | DI-0 ‘
Equivalent Logic Statement :
<[F=
(D10 OFF to O
<THEN=
(Send Vendor Specific SNMFP Trap, ID=1 every 0 sec)

W 0K | X Cancel |

Figure 25: IF-THEN Configuration window

11. After all needed /O settings are completed, enter the “Logic Name” for this configuration (e.g. “One
Channel Mode” for 11 error states (11 1/0s)).

For RHOTHETA internal configuration files as configuration examples (One Channel Mode configuration
file or Multichannel Mode configuration file), if needed, please contact RHOTHETA Elektronik GmbH.
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ioLogik E2210 (12DI + 8DO)

140 Ceriiguration |, Server . | (¢ Server Settings | = Message Monitor |# Netiok | g=iFimware Update & DickiGo Loic. | g Watchdog | weAciive Tags | By SNMP Settings |

PR a=
Logic Mame: 1 Channel Mode + Update

F:
(DLOOFF o ON) MP Trap, ID-8]

"n

P> <THEN>
2 Enabled (D11 OFF to OM) (Send endor Specific SHMP Trap, ID=10)

13

<IF <THEN>
4 Enabled (D12 OFF to ON] (Send Vendor Speciiz SNMP Trap, ID=11)

15

<IF>

<THEN> =
O Clear [ Retieve & Upload to ioLogik [¥] Fun [ stop

Figure 26: One Channel Mode Logic Configuration

12. When the “Click&Go” logic settings are complete, click on “Upload to ioLogic” in the lower control
elements bar.

#5

<IF>:
[ Clear Retrieve ‘& Upload to iologik [¥] Run E Stop

Figure 27: Upload to Logic

13. Confirm the request to restart the module.

-

Confirm | S

You must restart the device for the new setting(s) to take effect.

Do you want to restart now?

=]

Figure 28: Request to restart the device

14. You can save the settings script (configuration file) to your PC and upload it to your MOXA E2210
module.

Therefore click with the right mouse key on the “E2210” symbol. Then select the download folder and
save the script file.
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B MOXA ioAdmin

2|2

File  Syztem  Sort Help

B@ Host : [192.168.77.111]

=3 ioLogk
=@ E2210
‘E E Connect
Disconnect

B Y &

ioLogik E2210 (12Dl + 8DO)

0 Configuration (i Server Info. |3‘Server86ttings | = Message Monitor |VnNetwork | ol

Delete ioLogik device

Add Serial Remote /O

Restart System

Reset to Default

A Import System Config

g Export Systemn Config

0x1393

0x0001

Mova Technologies Ine.,
E2210 Active Ethernet /0 Server
Y313

Build16122512 (12/23/2016)
W21

V3234

2

O=0100

00-90-EE8-66-C5-34

a

Figure 29: Doing backup of the module with scripts

For a test example with the configured logic refer to the chapter 8.1.
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5 Operation

The SNMP Module is developed for the operation with all RHOTHETA RT-1000 direction finder systems:
o One channel system (RT-1000 A or RT-1000 C with one Controller Unit)
o Multichannel system (RT-1000 Multichannel or RT-1000 C with two Controller Units)

The operation modes can be switched via jumper on the EMD module (s. Figure 30).

If the jumper X6 is mounted, SNMP Module works in the “Multichannel Mode”. By taking the jumper X6
off the ”One Channel Mode” will be activated (s. Figure 30).

5.1 One Channel Mode

During the operation of the SNMP Module in One Channel Mode the errors are indicated on the EMD device via
LEDs in addition to the SNMP traps.

If an error occurs, one of the LEDs of the EMD module lights up in red color. Each error state is indicated by one
LED (s. Figure 30).

The green LED inside the EMD box indicates, that power of the EMD module is on.

LED 1 = Error 1

LED 2 = Error 2

LED 3 =Error 3
LED 4 = Error 4
Jumper
LED 5 = Error 5
LEDs LED 6 = Error 6
LED 7 = Error 7
LED 8 = Error 8
LED 9 =Error 9
LED 10 = Time-Out Error

X6 = Jumper for switching between One Channel
Mode and Multichannel Mode

Figure 30: Error Indication via LEDs of the EMD Module

If neither error LED nor the green power indication LED are on, the EMD module itself is either defective or not
connected to the power.
For error descriptions refer to the chapter 4.4.1, table “Mandatory Configuration of the SNMP”.

5.2 Multichannel Mode

If an error occurs during the operation of the SNMP Module in Multichannel Mode, the LEDs of the EMD module
will not light up.

The errors are then indicated by the SNMP Traps or appropriate MOXA ioLogic E2210 LEDs (according to the
wiring diagram, s. Figure 5). This will be a basic error state report (“No-Go”).

In this it is indicated which of the connected channels reports an error, but not the explicit error information (error
number).
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6 Technical Characteristics

Parameter Data

Input Voltage 230 VAC

Current Consumption 70 mA AC (max.)

Mechanical Characteristics \
Parameter Data

Max. External Dimensions
(Mounting on the Rack)
Max. External Dimensions
(Mounting in the Box)
Weight

(Mounting on the Rack)
Weight

(Mounting in the Box)

Environmental Characteristics \

168 mm x 110 mm x 70 mm

250 mm x 200 mm x 122 mm

<0,6 kg

<1,5kg

Parameter Data

Operating Temperature -20°C to 60°C

Storage Temperature -40°C to 70°C

Humidity 10% RH to 90% RH, noncondensing
Maximum Altitude 2000 m
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7 Legal Information

7.1 EU Declaration of Conformity

The SNMP Module complies to EMC standards for industrial environments.
Hereby, RHOTHETA Elektronik GmbH declares that the product SNMP Module is in compliance with the
essential requirements to be put on the market, and with other relevant provisions:

e Directive 2014/30/EU relating to electromagnetic compatibility

e Directive 2014/35/EU relating to electrical equipment designed for use within certain voltage limits

e Directive 2011/65/EU on the restriction of the use of certain hazardous substances in electrical and
electronic equipment.

A copy of the EU declaration of conformity is available at http://www.rhotheta.com/

7.2 Disposal within the European Union
Product Recycling

X

Emm Product labeling in accordance with EN 50419

At the end of the life of the product, this product may not be disposed of with normal household waste. Even
disposal via the municipal collection points for electrical and electronic equipment is not allowed.

The correct disposal of this product will help to conserve resources and prevent potential negative effects on the
environment and human health which may occur due to improper handling of the product.
e Therefore, carry out the inoperative device an electronics recycling.
e RHOTHETA Elektronik GmbH takes back all its products, subject to redemption, in accordance with the
requirements of the WEEE Directive (2012/19/EU) of the European Union to deliver it to a professional
disposal.

7.3 Disposal outside the European Union

For proper disposal of used electronic equipment in accordance with the respective national regulations in
countries outside the European Union please check it with your dealer or the local authorities.
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8 Appendix
8.1 Test Example

This is an example for the examination of the SNMP Module function.

Hardware used in this test:
o RT-1000 Direction Finder System
o SNMP Module

Software used in this test:
o SNMP monitoring software (MOXA MX View)
o SNMP configuration software (MOXA ioAdmin)

Precondition for the test:
o RT-1000 System is installed and working.
o SNMP is appropriately configured and connected as it is described in previous chapters.
Ensure that the correct IP address of the PC used for the test is adjusted in the “Click&Go Logic” of the
MOXA E2210 Module (refer to chapter 4.4.2).
“MX View” is installed and configured

If MX View is not yet installed, please download and install the software on the test PC.
Following configuration steps are required:

» Start the “MX View” application.
Following window appears.
Click on “Start” button and then on “Launch Client” button.

MXview ver 2.8

H Industrial Network
VIOW Management Software
ST Al rights reserved 2016.

Service ]1,—,&. ]

HTTP Port a0 [~ Disable HTTP port

HTTPS Port 443

System Status:  Stop
[w Connect to MXview with Built-n Browser

Launch Client ‘ Stop & Quit

Figure 31: Starting MX View application

> A web page for “MX View” opens automatically.
Log in with:
Username: admin
Password: moxa
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Industrial Network Management Software

Usemame

Visualize s

Industrial Ethernet Networks, Gperation Mode

Download MXview Client

Figure 32: Log in at MX View web page

» If you run the “MX View” for the first time you may be offered to use the “Setup Wizard”. In this case
click on “Cancel” and add the device manually. The request for changing the password can be
ignored as well.

» In the menu “Project” select the option “Add Device”.

» Enter the IP address of the MOXA E2210 Module into the “IP address” line and click on “Add”.

~

% Add Device ] LR
IP address
192 8 168 . 77 s 238
Assign Model
Auto detect v
Assign To Group
Root .

SNMP Settings
SNMP Version vi v

Usemame admin
Read Community | public

Write Community | private

Data Encryption :NoAutn -
Password
Authentication :mos .

Encryption Key

” Encryption Type DES

Figure 33: Adding the MOXA E2210 module for monitoring
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Figure 34: MX View monitoring page

o Inthe Device List (left docking window) the connected MOXA Module with its properties is visible.

In the “Root” area the MOXA E2210 device is visible as an icon.

o Below the “Root” area there is the “Recent Events” area, where actual SNMP messages or other
events are displayed (e.g. log-in-events or reachability of MOXA E2210 module).

O

After the connection between SNMP Module and “MX View” as well as the connection between RT-1000 System
and “DF Commander” (remote control) are established, the actual test can begin.

Test steps:

1. Disconnect RS232-line between RT-1000 System and SNMP Module.

2. EMD Error LED10 should light up .

3. Appropriate SNMP Trap (“specific: 10”) should appear in the “Recent Events” list of the “MX View”
application.

0 http://127.0.0.1 findexhtm#monitor P - 2l 21127001

Project View Device Link Information Event Tools MIB  Help A
3 % : el
INXVIRW. Jiicliisistal Netiurs banzigment Sofimars
4
Search Devices | L e
Device List
E-dy Root
©- 9 192.168.77.239-i0L ogik E2210 =
Hoz.A68.77 230,
4
RecentEvents | AckAll | |UnsckedlastFiftyEvents
Device Properties Ack D Saurce Source IP Device Alias Severity Description
@ Mias 192.168.77.23¢ » enterprise: 1.3.6.1.4.1.8691.10.2210
- @) Modellame icLegik E2210 B 213 Trap 192.168.77.239 192.1688.77.239—-ioLogik E... Information generic: &
i@ rac 2ddress 0090EB6ECS94 specific: 10
@) Availability 100.00% .
L@ syabescr o 212 MXview Server 127001 System Information User login: admin
i@ syadbiectId 1.3.6.1.4.1.8¢ [ 21 Wview Server 0.0.00 System Information  Wiview server started
@) sysContact RHOTHETA
-0 sysliame E2210_9126
- sysLocation Murnau
=) ifNumber 2
(@ interface.l wp / 100M 7
®l interface.2 uwp  / 115200(2 v
- ipAdEntAddr.192.168.77.23% 192
< >

Figure 35: SNMP Trap ID 10 standing for timeout error

4. Establish the RS232 connection again.

5. EMD Error LED10 should turn off.

6. If you configured the SNMP Trap for “No Error” state, then it should appear under “Recent Events”. If no
SNMP Trap is intended for “No Error” state, nothing should appear under the “Recent Events”.
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9 Notes
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